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Abstract

Service-oriented Architectures (SOA)
facilitate the dynamic and seamless integration of
services offered by different service providers
which in addition can be located in different trust
domains. Especially for business integration
scenarios, Federated Identity Management
emerged as a possibility to propagate identity
information as security assertions across
company borders in order to secure the
interaction between different services. Although
this approach guarantees scalability regarding
the integration of identity-based services, it
exposes a service provider to new security risks.
These security risks result from the complex trust
relationships within a federation. In a federation
the authentication of a user is not necessarily
performed within the service provider’s domain,
but can be performed in the user’s local domain.
Consequently, the service provider has to rely on
authentication results received from a federation
partner to enforce access control. This implies
that the quality of the authentication process is
out of control by the service provider and
therefore becomes a factor which needs to be
considered in the access control step. In order to
guarantee a designated level of security, the
quality of the authentication process should be
part of the access control decision. To ease this
process, we propose in this paper a method to
rate authentication information by a level of trust
which describes the strength of an authentication
method. Additionally, in order to support the
concept of a two-factor authentication, we also
present a mathematical model to calculate the
trust level when combining two authentication
methods. Quantitative Trust Management
(QTM) provides a dynamic interpretation of
authorization policies for access control decisions
based on upon evolving reputations of the entities
involved. QuanTM, a QTM system, selectively
combines elements from trust management and
reputation management to create a novel method
for policy evaluation. Trust management, while
effective in managing access with delegated
credentials (as in PolicyMaker and KeyNote),
needs greater flexibility in handling situations of
partial trust. Reputation management provides a
means to quantify trust, but lacks delegation and
policy enforcement. This paper reports on
QuanTM’s design decisions and novel policy
evaluation procedure. A representation of
quantified trust relationships, the trust

dependency graph, and a sample QuanTM
application specific to the KeyNote trust
management language, are also proposed.

Keywords- Trust management, Trust levels,
Authentication and Access Control, Web Service
Federation, Federated Identity Management

I. INTRODUCTION

The upper-bound of a role consists of all
principals that could be a member of the role in some
reachable state. One main difficulty in computing the
upper-bounds of roles is that they may be infinite.
We say that a role is g-unbounded if for every
principal Z, there exists a reachable state P_ such that
SP(P_) [= m(A, r, Z). In other words, the upper-
bound of A.r contains every principal. A g-
unrestricted role is clearly g-unbounded, as one can
add a new statement to add an arbitrary principal to
be a member of the role.Ag-restricted role may also
be g-unbounded, as it may (directly or indirectly)
include a g-restricted role. The following fact about
g-unbounded roles says that one needs to consider
only one principal that does not occur in P (instead of
every principal) to determine whether a role is g-
unbounded.

We consider the following anycast field
equations defined over an open bounded piece of

network and /or feature space Qc R? . They
describe the dynamics of the mean anycast of each
of P node populations.

(G HMEN =X ], 3, DSE 5,6, P. Db, T

+17(r,t),
Vit,r)=d(tr)

t>0,1<i<p,
te[-T,0]

We give an interpretation of the various

parameters and functions that appear in (1), Q is
finite piece of nodes and/or feature space and is

represented as an open bounded set of R? . The

vector I and I represent points in Q. The
function S:R — (0,1) is the normalized sigmoid
function:

1
l+e™?

S(2)= 2
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It describes the relation between the input rate V; of
population | as a function of the packets potential,
for example, V, =V, =S[o;(V, —h)]. We note
V the p— dimensional vector (V,,...,V).The p
¢.i=1..p,

conditions, see below. We note ¢ the p—

function represent the initial

dimensional vector (4,,...,4,). The p function
17i=1,..,p, represent external factors from

IeXt

other network areas. We note the p—

dimensional  vector (1,...,12%). The pxp

matrix of functions J ={J;}; ;, ., represents the

connectivity between populations | and ], see

below. The p real values h,i=1..,p,

determine the threshold of activity for each
population, that is, the value of the nodes potential
corresponding to 50% of the maximal activity. The

p real positive values o;,i=1,..., p, determine
the slopes of the sigmoids at the origin. Finally the
p real positive values I,,i=1,..., p, determine the

speed at which each anycast node potential
decreases exponentially toward its real value. We

also introduce the function S:R” — RP”, defined
by S(¥) =[S(,04 ~)),....S(c, —h, )],
and the diagonal pxp matrix
L, =diag(l,,...,1,). Is the intrinsic dynamics of
the population given by the linear response of data

d d
transfer. (— +1.) is replaced by (— +1.)? to use
( ™ 9) ( p” )

d
the alpha function response. We use (a+|i) for

simplicity although our analysis applies to more
general intrinsic dynamics. For the sake, of
generality, the propagation delays are not assumed to
be identical for all populations, hence they are

described by a matrix r(r,F) whose element
rij(r,F) is the propagation delay between

population | at r and population | at r. The

reason for this assumption is that it is still unclear
from anycast if propagation delays are independent
of the populations. We assume for technical reasons

—2
that 7 is continuous, that is 7€ C°(Q",RP™®).
Moreover packet data indicate that 7 is not a
symmetric function ie., z;(r,r)=z;(r,r), thus

no assumption is made about this symmetry unless
otherwise stated. In order to compute the righthand

side of (1), we need to know the node potential
factor V on interval [-T,0]. The value of T is
obtained by considering the maximal delay:

= max_z (rr 3
Fm i,j(r,?g&ﬁ)r"J( ) )

Hence we choose T =17,

A. Comparision with the HRU Access Matrix
Model

In the HRU model [Harrison et al. 1976], a
protection system has a finite set of rights and a
finite set of commands. A configuration of a
protection system is an access control matrix, with
rows corresponding to subjects, and columns
corresponding to objects; each cell in the matrix is a
set of rights. A command takes the form of “if a list
of conditions hold, execute a sequence of primitive
operations.” Each condition tests whether a right
exists in a cell in the matrix. There are six kinds of
primitive operations: enter a right into a specific cell
in the matrix, delete a right from a cell in the matrix,
create a new subject, create a new object, destroy an
existing subject, and destroy an existing object. A
command may be parameterized, with parameters
being subjects or objects. Harrison et al. [1976]
proved that for the HRU model, the safety question
is undecidable, by showing that any Turing machine
can be simulated by a protection system. For a fixed
set of mono-operational commands, safety can be
determined in time polynomial in the size of the
access control matrix. However, if commands are a
parameter to the problem, the safety problem is NP-
complete. In our model, given a state P, the minimal
Herbrand model of SP(P) is a set of ground logical
atoms. An atom m(A, r, D) means that D is a
member of A’s r role. When A represents a resource,
this can be viewed as D having the right r over A.
Therefore, one can viewprincipals as both subjects
and objects and viewrole names as rights. This
defines a straightforward mapping between the
semantics of P and an access matrix. If all we have
are simple member statements, then adding (or
removing) A.r«<——D corresponds to adding (or
removing) r to the cell on row D and column A.
Therefore, if we consider safety analysis in the sub-
language of RT[N] that has only simple member
statements, this problem is a subproblem of the HRU
safety problem. Adding a simple inclusion statement
Ar——Burl can be viewed as adding a trigger
program, which for each row D, use parameters A,
B, D to execute the following command: “a2(x, y, z)
{if r1 in cell (y, z), add r to cell (x, z)}”. Note that
this trigger program needs to be executed whenever
the matrix changes. For example, if after A.r<——B.rl
is added, adding B.rl«——E will need to result in r
being added to the cell (A, E). The statement
A.r<——Burl gives B the power to add things to A’s
column, which represents a delegation. Similarly,
adding a linking inclusion statement A.r<——A.rl.r2
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can be viewed as adding a trigger program that
executes the following command with parameters A,
D, E for every D and E: “a3(x, y, z) { ifrl in cell (x,
y), and 12 in cell (y, z), add r to cell (x, z) }”. Adding
intersection inclusion statement can be viewed in a
similar manner. It is not clear how to model
removing a statement using this approach. There
might be other ways of encoding our TM model in
the HRU access matrix model, but the above
encoding seems quite natural. From it, we make the
following observations. It seems unlikely that the
HRU model subsumes the TM model as a special
case, even when we restrict ourself to RT[ ], which
has simple inclusion as well as simple member
statements. First, in the TM model, creating and
removing principals are implicit. A principal can be
viewed as created if it is used. A principal is
considered removed if no statement mentions it. One
could view the matrix as having an infinite number
of rows and columns; however, only finitely many
cells are nonempty. Second, one step of change in
theTMmaodel corresponds to executing many (one
for every object when adding a simple inclusion or
an intersection inclusion statement, or one for every
pair of objects when adding a linking inclusion
statement) simple commands in the HRU model.
Third, triggers need to be used in order to achieve
the effect of propagation. The last two are the main
power of the TM model, and they do not exist in the
HRU model. That our TM model cannot subsume
the HRU model is immediate from the complexity
bounds. The underlying reason is that the HRU
commands we use to partially simulate ourTMmodel
have fixed schemas, instead of being arbitrary
programs. As a result, we can exploit the properties
of these fixed schemas. This seems to be the main
reason that safety analysis, or the even more
powerful containment analysis, is decidable in our
model, but not in the HRU model.

B. Mathematical Framework
A convenient functional setting for the non-
delayed packet field equations is to use the space

F = L*(Q, R") which is a Hilbert space endowed
with the usual inner product:

(V,u), j V,(nu,(ndr @)
To give a meanlng to (1), we defined the history
space C =C°%([-z,,0],F) with

||¢||=3Upt€[7fm’01 ||¢(t)||F, which is the Banach

phase space associated with equation (3). Using the
notation V,(6) =V (t+6),8 [—,,,0], we write
(1) as

V(1) =—LV (1) + LS (V) + 1% (1), 2
V,=¢€C,

Where
L:C—>F,

$— | ICNP(r,—(,r)dr
Is the linear continuous operator satisfying
Ll <]

on this subject assume Q infinite, hence requiring

T, = 0.

22 RPP) Notice that most of the papers

Proposition 1.0 If the following assumptions are
satisfied.

1. J e LX(Q%,R™P),
2. The external current 1% € C°(R, F),
3. reCO(QZ,Rpr),Sup&rSTm.

Then for any ¢ € C, there exists a unique solution

V eCl([O,oo), F)mCO([—rm,OO, F) to (3)
Notice that this result gives existence on

R, , finite-time explosion is impossible for this

delayed differential equation. Nevertheless, a
particular solution could grow indefinitely, we now
prove that this cannot happen.

41

C. Boundedness of Solutions
A valid model of neural networks should
only feature bounded packet node potentials.

Theorem 1.0 All the trajectories are ultimately
bounded by the same constant R if

_ ext
| =max . |1 (t)HF < oo,

Proof :Let us defined f:RxC —>R" as

M) = (LU O+LSV) 1" OV ), = tllt

We note | = min .

i=1,..p i
FEV) <V O + (Pl 9], + DIV O,
Thus, if
SR ot AR PO, LI
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Let us show that the open route of F of center 0
and radius R, By, is stable under the dynamics of
equation. We know that V (t) is defined for all
t>0s and that f <0 on 0Bg, the boundary of
By . We consider three cases for the initial condition
V,. If ”\/0”C <R and set
T =sup{t| Vs €[0,t],V(s) € B_R} Suppose
that T € R, then V(T) is defined and belongs to

By, the closure of By, because B is closed, in

effect to 0Bg, we also have

%”\/ ||2F lr=f(TV,)<-6<0 because

V (T) € 0B;. Thus we deduce that for £ >0 and

small enough, V(T +‘5‘)eB_R which contradicts
the definition of T. Thus T ¢ R and B_R is stable.
Because f<0 on 0Bg,V (0) € 0B, implies
that Vt >0,V (t) € By .
case  V(0)e CB_R
vt>0,V(t) ¢ B_R, then

Finally we consider the

Suppose that

vi=0 SV <25, wms VOl s

monotonically decreasing and reaches the value of R
in finite time when V(t) reaches OBg. This

contradicts our assumption. Thus
3T >0|V(T) eB,.

Proposition 1.1 : Let S and t be measured simple

functions on X for EcM, define

#E)=[sdu O
Then ¢ isameasureon M .
jx(s+t)du:jxsdy+jxtdy )

Proof : If S and if E, E,,... are disjoint members

of M whose union is E, the countable additivity of
A shows that

HE)= Y au(h NE)=Y @ u(AE)

=3 > au(A NE) =3 4(E)

r=1 i=1 r=1

Also, P(¢) =0, so that # is not identically oo .
Next, let S be as before, let f,,..., B, be the

distinct values of tand let B; ={x:t(x) = B;} If
E;=ANB,, the

Jo (s+0du=(a+ B)u(Ey)
and IE__ Sd,u+IE__ td i = o, u(Ey) + B, u(Ey)

Thus (2) holds with E;; in place of X . Since X'is
the disjoint union of the sets
E; @<i<nl1<j<m), the first half of our
proposition implies that (2) holds.

Theorem 1.1: If K is a compact set in the plane
whose complement is connected, if f is a

continuous complex function on K which is
holomorphic in the interior of , and if & >0, then

there exists a polynomial P such that
|f(Z) = P(Z)| < ¢ forall ZzeK If the interior of

K is empty, then part of the hypothesis is vacuously
satisfied, and the conclusion holds for every
feC(K) . Note that K need to be connected.

Proof: By Tietze’s theorem, f can be extended to a

continuous function in the plane, with compact
support. We fix one such extension and denote it

again by f . For any 6 >0, let w(J) be the
supremum of the numbers |f(22)— f(Zl)| Where
Z, and Z, are subject to the condition
|Z2 _21| < 0. Since f is uniformly continous, we
have Liirga)(é‘):o () From now on,

O will be fixed. We shall prove that there is a
polynomial P such that

|f(z)—P(2)]<10,000 o(5) (zeK)  (2)
By (1), this proves the theorem. Our first objective
is the construction of a function ®&C_(R?), such
that for all z

f@)-0@)|<w@). @)
(6D)(2) <2”T“), (4)
And

0@ -——[[PCgeay  c-cvin, @
Ty §-1
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Where X is the set of all points in the support of
@ whose distance from the complement of K does
not O . (Thus X contains no point which is “far
within” K.) We construct @ as the convolution of
f with a smoothing function A. Put a(r) =0 if

r>o,put

3 re.,
a(r) = 1-— 0<r<9), 6
(r) ﬁgz( g ( ), (6)
And define

A(z) =a(z)) (7)
For all complex Z . It is clear that AcC_(R?). We
claim that

j A=1 ©)

”|aA|=—<3, (10)

The constants are so adjusted in (6) that (8)
holds. (Compute the integral in polar coordinates),

(9) holds simply because A has compact support.
To compute (10), express OA in polar coordinates,

oy, K
and note that 50" 0,

a%r =-a,

Now define
®(2)=[[ 1 z-)Adédy = [[AC-Of ()dsdy ()

Since f and A have compact support, so does D.
Since

(2)- f(2)
= [[If z-¢)- f(@21A@dEdn (12)

And A($) =0 if [£]> 3, (3) follows from (8).
The difference quotients of A converge boundedly
to the corresponding partial derivatives, since
AsC_(R?) . Hence the last expression in (11) may

be differentiated under the integral sign, and we
obtain

(0D)(2) = ” (BA)(z-&) (&)d&Edn
= [[ £z~ )M ¢dédn
= ([T @-0)- t@NeA))dédn

The last equality depends on (9). Now (10)
and (13) give (4). If we write (13) with @, and

CDy in place of 0@, we see that @ has continuous

partial derivatives, if we can show that 0P =0 in
G, where G is the set of all zeK whose distance

from the complement of K exceeds ¢. We shall do
this by showing that

D(z)=1(z) (z£6); a4)
Note that f =0 in G, since f is holomorphic
there. Now if z&G, then z—¢ is in the interior of

K for all { with |§|<5. The mean value

property for harmonic functions therefore gives, by
the first equation in (11),

D(2) = I:a(r)rdr joz” f(z—-re?)do

=27f ()] a(nrdr = £ @)[[ A= 1 (2)

For all Z & G , we have now proved (3),

(4), and (5) The definition of X shows that X is
compact and that X can be covered by finitely

many open discs D;,...,D,, of radius 29, whose

centers are not in K. Since S? — K is connected,
the center of each Dj can be joined to oo by a

polygonal path in S? — K. It follows that each Dj
contains a compact connected set E j» of diameter at
least 25, so that S — Ej is connected and so that
KNE;=¢. with r=25. There are functions

2
g;6H(S"—E;) and constants b; so that the
inequalities.

Q<> a9
Q¢ L | 4000 @7)
2-¢| |2

Hold for z¢ E; and ¢ € D, if
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Qi(£.2)=9;()+(£-b)g;(2) (18)

Let Q be the complement of E U...UE,. Then

Q is an open set which contains K. Put
X, =XnND and
X;=(XNnD;)-(X,u..uX,,), for
2<j)<n,
Define
R((.2)=Qi(¢.2)  (geX;,z6Q)  (19)
And
F(2) == [[ (@O)RE&, )dedy  (20)
T X

(z £ Q)

Since,

F@)-Y—[[e0))Q ¢ dédn. (2

(18) shows that F is a finite linear combination of
the functions g; and gjz. Hence FeH(Q). By

(20), (4), and (5) we have

F@-0)] <222 [[|r¢.2)
o

L jdedn (2e9) (22
256

Observe that the inequalities (16) and (17)

are valid with R in place of Q; if £ & X and

z&Q.Now fix Z&Q., put £ =2+ pe’, and
estimate the integrand in (22) by (16) if p <40, by
(17) if 40 < p. The integral in (22) is then seen to
be less than the sum of

21 45(@+£}0d p=80875 (23)

And

2
o » 4,0006 od p

45 p
Hence (22) yields

IF(2) - (2)| < 6,000a(3)

= 2,00073. (24)

(zeQ) (25

FeHQ),KcQ, and

S?—K is connected, Runge’s theorem shows that
F can be uniformly approximated on K by
polynomials. Hence (3) and (25) show that (2) can
be satisfied. This completes the proof.

Since

Lemma 1.0 : Suppose f&C_(R?), the space of all

continuously differentiable functions in the plane,
with compact support. Put

a:l(ﬁﬂﬁj @)
2\ ox oy

Then the following “Cauchy formula” holds:

(@)= [T acan
(C=cvin) @

Proof: This may be deduced from Green’s theorem.
However, here is a simple direct proof:

Put o(r,0) = f(z+re), r>0, 6 real

If £ =2z+re", the chain rule gives

@) =3¢ [Lii}o(r, 0) 3

or r oo

The right side of (2) is therefore equal to the limit, as
g —0, of

LG

For each r >0,¢ is periodic in €, with period
27 . The integral of ¢ [ 08 is therefore 0, and (4)
becomes

7 j a<"o| :-j o(,0)d0 5)

idep

r aHJoleol (4)

27r

As £—0, ¢(g,0) — f(z) uniformly.  This
gives (2)

If X“ea and Xﬂek[Xl,...Xn] , then

X“X? =X*"ca , and so A satisfies the
condition (*) . Conversely,

e, XD d,x") chxa*ﬂ

aeA pel”

( finite sums),
and so if A satisfies (*) , then the subspace

generated by the monomials X“,@€a , is an
ideal. The proposition gives a classification of the

monomial ideals in k[Xl,...Xn]: they are in one

to one correspondence with the subsets A of []"
satisfying (*) . For example, the monomial ideals in

k[X] are exactly the ideals (X"), n>1, and the

zero ideal (corresponding to the empty set A). We
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write <X“ | e A> for the ideal corresponding to

A (subspace generated by the X “,ax € ).

LEMMA 1.1. Let S be a subset of (] ". The the

ideal a generated by X, € S is the monomial

ideal corresponding to
df

A:{ﬂeD "|f-ael", some aeS}
Thus, a monomial is in a if and only if it is
divisible by one of the X“, & €| S

PROOF. Clearly A satisfies (*) , and

aC<Xﬂ|,BeA>. Conversely, if € A, then

aeS , and
X? =X*X” ca. The last statement follows
from the fact that X“ | X” < B—ael". Let
Acl" satisfy (*) From the geometry of A, it
is clear that there is a finite set of elements
S= {0&1,...0(5} of A such that
A={,BGD "|B—a, €l]? some g eS}

(The ¢ 'S are the corners of A ) Moreover,
df
a:<X“ |a e A> is generated by the monomials

X a €S.

B-aecl" for some

DEFINITION 1.0. For a nonzero ideal a in
k[Xl,...,Xn], we let (LT (a)) be the ideal
generated by

(LT(f)| f ca)

LEMMA 1.2 Let @ be a nonzero ideal in
k[Xl,...,Xn]; then (LT(a)) is a monomial
ideal, and it equals (LT(Q,),...,LT(g,)) for
some J;,...,¢, €4.

PROOF. Since (LT (a)) can also be described as

the ideal generated by the leading monomials (rather
than the leading terms) of elements of a .

THEOREM 1.2 Every ideal a in
k[Xl,...,Xn] is finitely generated; more
precisely, @ =(0,,..., J;) where g;,..., J, are any
elements of a whose leading terms generate

LT(a)

PROOF. Let f €a. On applying the division
algorithm, we find

f=ag,+..+a,0,+r, a,rek[X,..X,]
, Where either r =0 or no monomial occurring in it

LT(9,) . But

, and

is divisible by any

r=f->ag ea
LT(r)eLT(a)=(LT(9,),...LT(g,)) ,
implies that every monomial occurring in I is
divisible by one in LT(g;). Thus r=0, and

g€ (G- 0s).

therefore

DEFINITION 1.1 A finite  subset
S:{gl,|...,gs} of an ideal @ is a standard (

(Gr 0 bner) bases for a if
(LT(9,),-.,LT(g,)) =LT(a). In other words,

S is a standard basis if the leading term of every
element of a is divisible by at least one of the

leading terms of the {;.

THEOREM 1.3  The ring K[X,,..,X,] is
Noetherian i.e., every ideal is finitely generated.

PROOF. For n=1 K[X] is a principal ideal
domain, which means that every ideal is generated
by single element. We shall prove the theorem by
induction on N . Note that the obvious map

K[X,,... X, J[X, 1= K[X,,... X, ] is an
isomorphism — this simply says that every
polynomial f in n variables X,,...X, can be
expressed uniquely as a polynomial in X with
coefficients in K[ X, ..., X ]:

f(X,, . X,)=a,(Xy, . X, )X, o8, (X, X))

Thus the next lemma will complete the proof

LEMMA 1.3. If A is Noetherian, then so also is

ALX]

PROOF. For a polynomial

f(X)=a,X"+a X" +..+a, a €A,
I is called the degree of f , and a, is its leading
coefficient. We call 0 the leading coefficient of the
polynomial 0.  Let @ be an ideal in A[X]. The

leading coefficients of the polynomials in @ form an

653|Page
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ideal @ in A, and since A is Noetherian, a will
be finitely generated. Let ¢,,..., g, be elements of

a whose leading coefficients generate a, and let
I be the maximum degree of g,. Now let f €4,
and suppose f has degree S>r , say,
f =aX®+... Then aca ,and sowe can write
a=) ba, b €A

a, =leading coefficient of g,
Now

f _zb| gixs_Iri ,
< deg(f) . By continuing in this way, we find that
f=f, mod(g,,...0,,) With f, a
polynomial of degree t<r For each d <r, let

r,=deg(g;), has degree

a, be the subset of A consisting of 0 and the
leading coefficients of all polynomials in a of
degree d; it is again an ideal in A . Let

a1 Yam, be polynomials of degree d whose
leading coefficients generate a, . Then the same
argument as above shows that any polynomial f; in

a of
fa="fiy

degree d can be  written
mMod(Jy .-Gy m, ) With f,; of

degree <d —1. On applying this remark repeatedly
we find that

fie (gr—l,l""g r-1,m,_ 1"'gO,17"'gO,m0) Hence

fi€(9-9n9 a1+-Gram oo Yozr- Jom )

and so the polynomials g, ..., Jo,m, Yenerate a

One of the great successes of category theory in
computer science has been the development of a
“unified theory” of the constructions underlying
denotational semantics. In the untyped A -calculus,
any term may appear in the function position of an
application. This means that a model D of the A -
calculus must have the property that given a term t

whose interpretation s deD, Also, the

interpretation of a functional abstraction like AX.X
is most conveniently defined as a function from

DtoD , which must then be regarded as an
element of D. Let w:[D—)D]—)D be the
function that picks out elements of D to represent
elements of [D—)D] and ¢:D—>[D—)D]

be the function that maps elements of D to functions
of D. Since w(f) is intended to represent the

function f as an element of D, it makes sense to

d()="F, ta s

l//Ot//:id[D_)D] Furthermore, we often want to

require that

view every element of D as representing some
function from D to D and require that elements
representing the same function be equal — that is

v (p(d)) =d
or
yog=id,
The latter condition is called extensionality.

These conditions together imply that ¢gand i are

inverses--- that is, D is isomorphic to the space of
functions from D to D that can be the interpretations

of functional abstractions: D ;[D — D] .Let us
suppose we are working with the untyped
A—calculus, we need a solution ot the equation
D= A+[D—>D], where A is  some

predetermined domain containing interpretations for
elements of C. Each element of D corresponds to
either an element of A or an element of [D - D],

with a tag. This equation can be solved by finding
least fixed points of the function

F(X)= A+[X - X] from domains to domains
--- that is, finding domains X such that
X = A+[X - X], and such that for any domain

Y also satisfying this equation, there is an embedding
of XtoY --- a pair of maps

f
X D Y
fR
Such that
fRof =id,
foffcid,
Where fcog means that

f approximates g in some ordering representing
their information content. The key shift of
perspective from the domain-theoretic to the more
general  category-theoretic approach lies in
considering F not as a function on domains, but as a
functor on a category of domains. Instead of a least
fixed point of the function, F.

Definition 1.3: Let K be a category and
F :K — K as a functor. A fixed point of F is a
pair (A,a), where A is a K-object and
a:F(A) —> A is an isomorphism. A prefixed
point of F is a pair (A,a), where A is a K-object and
ais any arrow from F(A) to A
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Definition 1.4 : An @—chain in a category K isa
diagram of the following form:

Recall that a
@—chain A is a K-object X and a collection of K

{,ui:Di —)X|i20} such  that

cocone x4 of an

—arrows

4, = 14,40 f; for all i>0. We sometimes write
LA — X as a reminder of the arrangement of
'S components Similarly, a colimit z:A — X

is a cocone with the property that if VA — X is
also a cocone then there exists a unique mediating

arow  K:X —> X  such that for all
120,,V; =Ko . Colimits of @—chains are
sometimes referred to as o—colimits . Dually, an

@™ —chain in K is a diagram of the following
form:

A=D,¢D D¢ A o
X — A ofan @* —chain A is a K-object X
and a collection of K-arrows {,ui D |12 O} such

that for all 1 >0, g = f, 044,,. An @ -limit of
an w® —chain A is a cone u#: X — A with

the property that if v . X — Aisalso a cone, then
there exists a unique mediating arrow K : X — X
such that for all 120, 2 0k =v, . We write L,
(or just L) for the distinguish initial object of K,

when it has one, and L — A for the unique arrow

from L to each K-object A. It is also convenient to
fl f2

write A" =D,—3D,_y.....to denote all of A
except D, and f,. By analogy, 1 is {yi |i21}.

For the images of A and u under F we write
F(fo) F(f) F(f;)

F(A)=F(D,)—yF(D,)—yF(D,)_s.....

and F (1) = {F (1) |1 20}

We write F' for the i-fold iterated composition of F
that is,

Fo(f)=f,F'(f)=F(f),F*(f)=F(F(f))
,etc. With these definitions we can state that every

monitonic function on a complete lattice has a least
fixed point:

Lemma 1.4. Let K be a category with initial object
1 and let F:K — K be a functor. Define the
@—chainA by
1>F(L) F(LL—>F (L) F2(1LL>F (L))

A=l _yF) 5 F () —

If both z:A—>D and F(u):F(A) > F(D)
are colimits, then (D,d) is an intial F-algebra, where
d:F(D) —> D is the mediating arrow from

F(u) tothe cocone -

Theorem 1.4 Let a DAG G given in which
each node is a random variable, and let a discrete
conditional probability distribution of each node
given values of its parents in G be specified. Then
the product of these conditional distributions yields a
joint probability distribution P of the variables, and
(G,P) satisfies the Markov condition.

Proof. Order the nodes according to an ancestral
ordering. Let X, X,, ... X, be the resultant
ordering. Next define.

P(Xll XZ""'Xn) = P(Xn | pan) P(Xn—l | F)a'n—l)'"

P(% | a,)P(x | pa,),
Where PA is the set of parents of X, of in

G and P(X | pa;) is the specified conditional

probability distribution. First we show this does
indeed yield a joint probability distribution. Clearly,

0<P(X,X,,..X,)<1 for all values of the

variables. Therefore, to show we have a joint
distribution, as the variables range through all their
possible values, is equal to one. To that end,
Specified conditional  distributions are the
conditional distributions they notationally represent
in the joint distribution. Finally, we show the
Markov condition is satisfied. To do this, we need

show for 1<k <n that
whenever

P(pa,)=0,if P(nd, | pa,) =0
and P(x |pa)=0

then P(Xk |ndk’ pak) = P(Xk | pa‘k)!

Where ND, is the set of nondescendents of
X, of in G. Since PA, < ND, , we need only
show P(X |nd,) =P(x | pa,) .
given K , order the nodes so that all and only
nondescendents of X, precede X, in the ordering.

First for a

Note that this ordering depends on K, whereas the
ordering in the first part of the proof does not.
Clearly then
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ND, = {Xl,Xz,....XH}
Let
Dk = {Xk+l’xk+2"“'xn}

follows Z
dk

We define the m™ cyclotomic field to be the field
Q[X]/(CI)m (X)) Where @ _(X) is the m"
cyclotomic polynomial. Q[X]/(CI)m(X)) @, (x)
has degree ¢(m)over Q since @, (X) has degree
@(m). The roots of @ (X) are just the primitive
m" roots of unity, so the complex embeddings of
Q[X] (D, (X)) are simply the @(mM) maps
o :Q[x]/ (@, (x) - C,
1<k=<m,(k,m)=1 where

o (X)=E&r,
& being our fixed choice of primitive m™ root of

unity. Note that £X € Q(&, ) for every K; it follows
that Q(&.) = Q(EX) for all K relatively prime to

m . In particular, the images of the o, coincide, so
Q[X] (P, (X)) is Galois over Q . This means that

we can write Q(&,) for Q[x]/ (®,,(X)) without
much fear of ambiguity; we will do so from now on,
the identification being é‘m > X.One advantage of

this is that one can easily talk about cyclotomic
fields being extensions of one another,or
intersections or compositums; all of these things
take place considering them as subfield of C. We
now investigate some basic properties of cyclotomic
fields. The first issue is whether or not they are all
distinct; to determine this, we need to know which

roots of unity lie in Q(&,) .Note, for example, that

if M is odd, then =& is a 2m™ root of unity. We
will show that this is the only way in which one can
obtain any non- m" roots of unity.

LEMMA 1.5 If m dividesn , then Q(&,)) is
contained in Q(&,)

n
PROOF. Since g“A1 =&, we have &, €Q(<),
so the result is clear

LEMMA 1.6 If mand N are relatively prime, then

Q(&n:6)=Q(&m)

and
Q&) NQ(&,)=Q

(Recall the Q(&,,&,) is the compositum of

Q(&,) and Q(S,) )

PROOF. One checks easily that & & is a primitive
mn" root of unity, so that

Q&) = Q&1 S0)

[Q(&,,&,):Q]<[Q(&,): Q][Q(, : Q]
=g(m)e(n) = p(mn);

Since [Q(fmn):Q]=¢)(mn); this implies that
Q& 61)=Q (&) We know that Q(&,, &)

has degree @(mn) over Q, so we must have

[Q&,: &) : Q)] =)

and

[Q&,. &) : Q(&)] = e(m)

[Q(&,):Q(&,) NQ(&)] = p(m)
And thus that Q(&,) N Q(&,) =Q

PROPOSITION 1.2 Forany M and n

Q& £)=Q(&, )
And
Q(&n) N Q&) =Q(Emm )i

here [m, n] and (m,n) denote the least common

multiple and the greatest common divisor of M and
N, respectively.

PROOF. Write m=p....p and p*....p*
where the [, are distinct primes. (We allow

g or f;to be zero)
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Q(&)=Q(£,.)Q(S, .)--Q(S, )

Py ) Pk
and
Q(6)=Q(£, )R, .)-Q )
Thus

Q&0 6)=Q(E, ) QU L QUE,)-QLE, )
=Q(£,)Q(E,)-QE, QS )
= QE e o QUE )
= Q¢ e
=Q(, )

o 1))
P k

An entirely similar computation shows that

Q(Sn) NQ(&,) = Q&)

Mutual information measures the information
transferred when X; is sent and Y; is received, and
is defined as

PC POAD
o bits 0

|(Xi’Yi):|ng

In a noise-free channel, each Y, is uniquely
connected to the corresponding X; , and so they

constitute an input —output pair (Xi, yi) for which

X: 1 .
P("/ )=1land I(x,y;)=log, —— bits;
(%) (=108 5
that is, the transferred information is equal to the
self-information that corresponds to the input X; Ina

very noisy channel, the output Y;and input X; would
be completely uncorrelated, and SO

P(%):P(Xi) and also I(Xilyj)=0; that is,
j

there is no transference of information. In general, a
given channel will operate between these two
extremes. The mutual information is defined
between the input and the output of a given channel.
An average of the calculation of the mutual
information for all input-output pairs of a given
channel is the average mutual information:
Xi
"%,

P(x)

1(X,Y) = 2P0 YK, Y,) = X PUX,. v, log,

bits per symbol . This calculation is done over the
input and output alphabets. The average mutual
information. The following expressions are useful
for modifying the mutual information expression:

P(x.3,) = PCY; )P(Y,) =P P0X)
P(y) = PO OP(X)
Px) =3 PCY, P(Y)

Then

(X, Y) =2 P(%.Y,)

=3 P(x.,y.)log,
Z (x.y,;)log {P( J

S P(x,,y;)log,|
iL] p(xi yj)

P(x,y.)log,
Z (X, y;)log [P( J

:Z[P(%jw(y])}mgzﬁ

1
ZP(Xi)IOQZW: H(X)

1(X,Y)=H(X)=H(*4)
1
Where H(X ):ZijP(xi,yj)logz
W AN

is usually called the equivocation. In a sense, the
equivocation can be seen as the information lost in
the noisy channel, and is a function of the backward
conditional probability. The observation of an output

symbol Y, provides H(X)—H(X/Y) bits of

information. This difference is the mutual
information of the channel. Mutual Information:
Properties Since

P04 P =P )P(X)

The mutual information fits the condition

L(X,Y)=I1(Y, X)

And by interchanging input and output it is also true
that

1(X,Y)=HY)=H(4)

Where

HOY) =2 POy log, o
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This last entropy is usually called the noise entropy.
Thus, the information transferred through the
channel is the difference between the output entropy
and the noise entropy. Alternatively, it can be said
that the channel mutual information is the difference
between the number of bits needed for determining a
given input symbol before knowing the
corresponding output symbol, and the number of bits
needed for determining a given input symbol after

knowing the corresponding output symbol
= _H(X

1(X,Y) =H(X)-H (X))
As the channel mutual information

expression is a difference between two quantities, it
seems that this parameter can adopt negative values.
However, and is spite of the fact that for some

Y;, H(X 1'y;) can be larger than H(X), this is

not possible for the average value calculated over all
the outputs:

P(% )
P()

P(X.,Y;)

P(x;, log, —/———
2.P(x.,)log P(x)P(Y,)

Z (%, y;)log, ———1—

Then
—1(X,Y) =2 P(x, yp% <

Because this expression is of the form
M

> R log, (%) <0

= R

The above expression can be applied due to
the factor P(X;)P(Y;), which is the product of two

probabilities, so that it behaves as the quantity Qi :
which in this expression is a dummy variable that
fits the condition ZiQi <1. It can be concluded

that the average mutual information is a non-

negative number. It can also be equal to zero, when

the input and the output are independent of each

other. A related entropy called the joint entropy is
defined as

1

H(X,Y)=) P(x,y;)log, ————

ZJ VEER(%LY,)

P(x)P(y;)

=) P(x,y;)log, —=—==

; ! : P(Xi'yj)

+Z P(Xi7yj)|0g2m

Theorem 1.5: Entropies of the binary erasure
channel (BEC) The BEC is defined with an alphabet
of two inputs and three outputs, with symbol
probabilities.

P(x,)=a and P(X,)=1-«, and transition

probabilities

P(*s;)=1-p and P(%):O,
Y3/ \ =

and P(%3)=0

and P(y1X2)=p

and P(y3 L )=1-p
2

Lemma 1.7. Given an arbitrary restricted time-
discrete, amplitude-continuous channel whose

restrictions are determined by sets F, and whose
density functions exhibit no dependence on the state
S, let N be a fixed positive integer, and P(X) an
arbitrary probability density function on Euclidean
n-space. p(y|x)  for the density

o (Yysees Yo [ X,,0%,) and F for F

real number a, let
a} @

A={(x, y):log p(y %) >
p(y)

Then for each positive integer U , there is a code
(u,n, A) such that

For any

A<ue®+P{(X,Y) ¢ A}+P{X ¢ F} 2)
Where
P{X.Y) e Al =] .[pOy)dxdy,  p(xy)=p()p(y]X)

and
P{X eF} j [ p(x)x

Proof: A sequence x® e F such that
P{YeA, |X=x®}>1-¢
X

where A ={y:(x,y)eA};
Choose the decoding set B, to be Axu, . Having

(k-1)

chosen XY, ........ , X" 7 and B,...,B,; , select

x¥ e F such that
k—1

P{Y eAw-JBIX = x(k)}a—g;
i=1

k-1
Set B, = A, —Ui:1 B, , If the process does not
terminate in a finite number of steps, then the
sequences X" and decoding sets B;, i=1,2,...,u

form the desired code. Thus assume that the process

terminates after t steps. (Conceivably t=0). We
will show t>u by  showing  that

e<te®+P{(X,Y)g A}+P{X gF} . we
proceed as follows.
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Let
B= ‘HBJ. (If t=0, take B=¢). Then

P{(X,Y)eA}= [ p(xy)dxdy

(x,y)eA

=[p0) [ p(ylx)dydx
X yeA
=[p0) [ plylx)dydx+] p(x)
X yeBnA, X
Algorithms
Ideals. Let A be aring. Recall that an ideal a in A

is a subset such that a is subgroup of A regarded as a
group under addition;

aca,reA=rachA

The ideal generated by a subset S of A is the
intersection of all ideals A containing a ----- it is
easy to verify that this is in fact an ideal, and that it

consist of all finite sums of the form Z:l’isi with

LeAs eS. When S={s,....,S,}, we shall

' ¥m
write (Sl, ..... ,Sm) for the ideal it generates.
Let a and b be ideals in A. The set
{a+b|aea,beb} is an ideal, denoted by

a-+b. The ideal generated by {ab laca,be b}

is denoted by ab. Note that ab =amb. Clearly
ab consists of all finite sums Zaibi with @; € a
and beb , and if a=(a,..a,) and
b=(,..,b,) , then
ab=(ab,...,abj,...,a,b) .Let a be an ideal
of A. The set of cosets of ain A formsaring A/ a
, and ar>a+a is a homomorphism

¢: Ar> Ala. The map b= ¢'(b) is a one to
one correspondence between the ideals of A/a and
the ideals of A containing@ An ideal p if prime if
pxAandabep—=aeporbep. Thus p
is prime if and only if A/ P is nonzero and has the
property that ab =0, b0=a=0, ie,
A/ p is an integral domain. An ideal M is
maximal if M #| A and there does not exist an ideal

N contained strictly between mand A. Thus M is
maximal if and only if A/ m has no proper nonzero
ideals, and so is a field. Note that m maximal =
m prime. The ideals of Ax B are all of the form
axb, with @ and b ideals in A and B. To see
this, note that if C is an ideal in AxB and
(a,b)ec , then (a,0)=(a,b)(L,0)ec and

(0,b)=(a,b)(0,)) ec . This shows that
c=axb with
a={al(a,b)ec some beb}
and
b={b|(a,b)ec some ac a}

Let A bearing. An A-algebraisaring B together
k:A>B . A
homomorphism of A -alggora B—>C is a
homomorphism of rings @:B —C such that
o(ig(a))=i.(a) for all ac A. An A -algebra
B is said to be finitely generated ( or of finite-type
over A) if there exist elements X,..., X, € B such

with a homomorphism

that every element of B can be expressed as a
polynomial in the X; with coefficients in i(A), i.e.,

such that the homomorphism A[Xl,..., Xn] —>B

sending X; to X, is surjective. A ring
homomorphism A — B is finite, and B is finitely
generated as an A-module. Let K be a field, and let
Abe a K -algebra. If 10 in A, then the map
k — A is injective, we can identify K with its
image, i.e., we can regard K as a subring of A . If
1=0in aring R, the R is the zeroring, i.e., R= {O}

. Polynomial rings. Let K be a field. A monomial
in X,,.., X, is an expression of the form

X2 .X,

monomial is Zai . We sometimes abbreviate it by

n

a; € N . The total degree of the

X a=(a,..,a,)€l" The elements of the

polynomial ring k[Xl,...,Xn] are finite sums

a oy
D oo XX, C,.. €k, ajell

With the obvious notions of equality, addition and
multiplication. Thus the monomials from basis for

k[Xl,...,Xn] as a K -vector space. The ring

k[Xl,..., Xn] is an integral domain, and the only
units in it are the nonzero constant polynomials. A
polynomial f(X,,..., X,) is irreducible if it is
nonconstant and has only the obvious factorizations,
i.e, f=gh=g9 or h is constant. Division in

k [X] . The division algorithm allows us to divide a
nonzero polynomial into another: let f and g be

polynomials in k[X]with g # 0; then there exist
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unique  polynomials @, r ek[X] such that

f =qg+r with either r=0 or degl < degg .
Moreover, there is an algorithm for deciding whether
f €(g), namely, find I and check whether it is

zero. Moreover, the Euclidean algorithm allows to
pass from finite set of generators for an ideal in

k[X] to a single generator by successively

replacing each pair of generators with their greatest
common divisor.

(Pure) lexicographic ordering (lex). Here
monomials are ordered by lexicographic(dictionary)

order. More precisely, let o =(a,...a,) and
p=(,..b) be two elements of [J" ; then

a> 3 and X“ > X7 (lexicographic ordering) if,
in the vector difference o —f €ll , the left most
nonzero entry is positive. For example,
XY2>Y3%Z% X3%?Z*>X3?Z . Note that
this isn’t quite how the dictionary would order them:
it would put XXXYYZZZZ after XXXYYZ .
Graded reverse lexicographic order (grevlex). Here
monomials are ordered by total degree, with ties
broken by reverse lexicographic ordering. Thus,

a>pif Zai >Zb| , or Zaﬁ =Zb| and in
a — [ the right most nonzero entry is negative. For
example:

XYz > x%°z* (total degree greater)
XY®Z?% > X*z®%, X°YZ > X4YZZ'

Orderings on k[Xl,...Xn] . Fix an ordering on
the monomials in k[Xl,...Xn]. Then we can write

an element f of k[Xl,...Xn] in a canonical

fashion, by re-ordering its elements in decreasing
order. For example, we would write

f =4XY?Z +4Z% -5X3+7X?Z?

as

f =—5X°+7X%Z% +4XY?Z +4Z% (lex)

or

f =4XY?Z +7X2Z2-5X°%+4Z2 (grevlex)

Let ZaaX“ek[Xl,...,Xn] , in decreasing
order:

f=a, X+, X%,  g>q>., =0

Then we define.

f

o The multidegree of " to be multdeg( f )=y

f

e The leading coefficient of ~ to be LC( f )= a,

ftobeLM(f):

e The leading monomial of
X

e The leading term of

ftobeLT( f )= a%X“O

For the polynomial f =4XY?Z +..., the
multidegree is (1,2,1), the leading coefficient is 4,
the leading monomial is XY2Z , and the leading
4XY?Z . The division algorithm in
k[Xl,...Xn]. Fix a monomial ordering in [J .

term is

Suppose given a polynomial f and an ordered set
(9,,...9,) of polynomials; the division algorithm
then constructs polynomials a,,...a, and I' such
Where either
r =0 or no monomial in I is divisible by any of

that f=ag,+..+a,0,+r

LT(9,),....LT(9,) Step 1: If
LT(g,)|LT(f) , dividke g, into f to get
LT(f)
f = h’ = k X yreey X
a0, + aQ LT (g,) € [ 1 n]

If LT(g,)|LT(h) , repeat the process until
f=ag9,+f (different a,) with LT(f;) not
divisible by LT (g,). Now divide g, into f,, and
so on, until f=agQ,+..+a,0,+r  With
LT(r,) not divisible by any LT(g,),...LT(g,)
Step 2: Rewrite I, = LT () +7,, and repeat Step 1
with r, for f

f=a0,+.+a,0,+LT(r)+n (different

a,'S ) Monomial ideals. In general, an ideal a

will contain a polynomial without containing the
individual terms of the polynomial; for example, the

ideal a=(Y®—X?%) contains Y*—X?> but not
YZor X3,

DEFINITION 1.5. An ideal a is monomial if
Y X“ea=> X ea

all ¢ withc, #0.

PROPOSITION 1.3. Let a be a monomial ideal, and

let A={a| X ea} . Then A satisfies the
conditon €A, fel"=a+fe (*)
And a is the K -subspace of k[Xi,..,X,]
generated by the X, € A. Conversely, of A is

660 |Page



Akash K Singh / International Journal of Engineering Research and Applications

(IJERA)

ISSN: 2248-9622

Www.ijera.com

Vol. 2, Issue 6, November- December 2012, pp.647-673

a subset of [J " satisfying (*), then the k-subspace

a of k[X,,... X, ] generated by {X“ |aeA}
is a monomial ideal.

PROOF. It is clear from its definition that a
monomial ideal a is the Kk -subspace of

K[Xprom X, ]

generated by the set of monomials it contains. If
a B

X“ea and X ek[Xl,...,Xn] .

If a permutation is chosen uniformly and at
random from the n! possible permutations in S,

then the counts CJ(”) of cycles of length | are
dependent random variables. The joint distribution
of C™ =(C!",...,C{") follows from Cauchy’s
formula, and is given by

P[C™ =¢]= —N (n,c)= {Z]C —n}HT % ()

;!
n
forcell.

Lemmal.7 For
ml,...,mn'

i Hi e o

Proof. This can be established directly by
exploiting cancellation of the form

[ml y v L .
c; " /c;=1/(c;—m;)! when c; >m;, which

occurs between the ingredients in Cauchy’s formula
and the falling factorials in the moments. Write

m =z jmj . Then, with the first sum indexed by

nonnegative integers

c=(c,...c,) €] and the last sum indexed by
d=(d,...d,)el" via the
d; =c; —m;, wehave

SN CRRIBECE OF
j=1 c j=1

[m;]

SRR i

cej2m; forall j =1 ] Cj!

TS vt

correspondence

'(d))!

This last sum simplifies to the indicator
1(m<n), corresponding to the fact that if

N—-m=0, then d; =0 for j>n—-m, and a

random permutation in S must have some cycle

n—-m
structure (d,,...,d, ) . The moments of C}”)
follow immediately as

E(CI") =j"1{jr<n} (1.2)

We note for future reference that (1.4) can also be
written in the form

E[f[(cgm)[mﬁj: E[ﬁzgmll]l{z"jjmj <n}, (1.3)

= j=L

Where the Z j are independent Poisson-distribution

random variables that satisfy E(Z;) =1/ ]

The marginal distribution of cycle counts provides
a formula for the joint distribution of the cycle

counts C;‘, we find the distribution of C;1 using a

combinatorial approach combined with the

inclusion-exclusion formula.

Lemma 1.8. For 1< j<n,
¢ e

AT ‘ @)

Proof.  Consider the setl of aIIpossibIe cycles of
length j, formed with elements chosen from

{LZ,...n}, so that ||

consider the “property” G, of having «; that is,

PIC™ =k]=

=n" For each a el,

G, is the set of permutations 7z € S, such that o

is one of the cycles of 7. We then have
|Ga| =(n—J)!, since the elements of {1, 2,..., n}
not in & must be permuted among themselves. To
use the inclusion-exclusion formula we need to
calculate the term S,, which is the sum of the
probabilities of the r -fold intersection of properties,
summing over all sets of I distinct properties. There
are two cases to consider. If the I properties are
indexed by I cycles having no elements in common,
then the intersection specifies how Ij elements are
moved by the permutation, and there are
(n—=rj)!(rj £n) permutations in the intersection.

There are Nt /(j"r!) such intersections. For the

other case, some two distinct properties name some
element in common, so no permutation can have
both these properties, and the I -fold intersection is
empty. Thus

S, =(n—r)!(rj <n)
niil

-r

1
L =Ur<n)—
rinl j
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Finally, the inclusion-exclusion series for the
number of permutations having exactly k properties
is

D (k+lj .

1>0

Which simplifies to (1.1) Returning to the
original hat-check problem, we substitute j=1 in
(1.1) to obtain the distribution of the number of fixed

points of a random permutation. For Kk =0,1,...,n,
n—k
PIC” =K] =3 (-1 &, 12)
k! I

and the moments of C."” follow from (1.2) with
j=1. In particular, for N>2, the mean and
variance of Cl(”) are both equal to 1. The joint
distribution of (C{™,...,C) for any 1<b<n

has an expression similar to (1.7); this too can be
derived by inclusion-exclusion.  For  any

c=(C,,...,G,) el with m=>"ic,
P[C™,...C")=¢]

SUEE A 6T

> i=1
>ili<n-m

The joint moments of the first b counts
Cl(”),...,Cé”) can be obtained directly from (1.2)

and (1.3) by setting m, , =...=m_ =0

The limit distribution of cycle counts
It follows immediately from Lemma 1.2 that for

each fixed J, as n — oo,
ik

PIC(” =Kl > e, k=012...

So that C}”) converges in distribution to a random

variable Zj having a Poisson distribution with

mean 1/ j; we use the notation CJ(”) i

where Z; [1 P,(1/ j) to describe this. Infact, the
limit random variables are independent.

Theorem 1.6 The process of cycle counts
converges in distribution to a Poisson process of [

with intensity j . Thatis, as N —> oo,
c”. ) =, (Z,Z,,..) 1.2

Where the Z;,j=12,.., are independent

Poisson-distributed ~ random  variables  with
1

E (ZJ ) = T

Proof. To establish the converges in distribution one
shows that for each fixed b>1, as n— oo,

PL(C™,...,.C{")=c] > P[(Z,,....Z,) =C]
Error rates

The proof of Theorem says nothing about the rate of
convergence. Elementary analysis can be used to
estimate this rate when b=1. Using properties of

alternating series with decreasing terms, for

k=0,1..,n,

i 1 i 1 " _ 71— _
QO«+m m—maﬁgwml_u P12, =K]
B 31

ki(n—k +1)!

It follows that

2™ n M _ A 2n+ -1
(n+1)!n+2 kZ‘P[C y!-Floe k]‘ n+1)! .1y
Since
P[Z, >n]= e’ 1+ 1. i B 1 |

M+ n+2 (n+2)(n+3) (n+1)!

We see from (1.11) that the total variation distance
between the distribution L(C{™) of C" and the

distribution L(Z,) of Z,

Establish the asymptotics of P[Ah(C(”))] under
conditions (A,) and (B,,), where

AC™=N N {=0}

1<i<n I‘+]Sj<l’
and = (K /1,)~1=0("°) as i—>o0, for

some g' > 0. We start with the expression

o1 Py (@) =1
P c™My1= 0m
A=, @) =n)
I {1—§<1+ Eio>} .y
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PI.-l-On (Z) = n]
= @exp {Z[Iog(lﬂ “od) —i l6’d]}

{1+O(n7 ¢{1,2,7} (n))} 2.2)
and
PI-l-On (Z) = n]

= @ exp {Z[Iog(l+ i0d) —i l6’d]}

{1+ oy, (n))}
Where (P{I1,2,7} (n) refers to the quantity

(L.3)

derived from Z . It thus follows that

P[A (C™) 0 KN for a constant K ,
depending on Z and the r

explicitly from (1.1) — (1.3), if Conditions (A,) and

and computable

(B,y) are satisfied and if ;" =O(i?) from some
g' >0, since, under these circumstances, both
n_l(p{llvzj} (n) and n_l(P{l,zJ} (n) tend to zero as

N — oo. In particular, for polynomials and square
free polynomials, the relative error in this asymptotic

approximation is of order ntif g' >1.

For 0<b<n/8 and n>n,, with n,
dyry (L(C[L b]), L(Z[L,b]))
0 0
< dyy (L(C[L b]), L(Z[L, b]))
<&, (nb),
Where &, (n b)=0O(b/n) under Conditions

(Ao),(Dl) and (B,;) Since, by the Conditioning
Relation,

L(CILbIIT,,(C) =1) = LZILb] Ty, (2) =1),
It follows by direct calculation that

dry (L(C[L b]), L(Z[1,b]))

= dTV (L(TOb ©€)), L(I-Ob (2)))

—maxz P[To,(2) =]

r]} (1.4)

{1_ P[T,y () =n~
I:)[-I-On (Z) = n]

Suppressing the argument Z from now on, we thus

obtain

d., (L(CILb]), L(Z[Lb]))

_ _ _ I:)[Tbn =n- r]
—g(; P[To = r]{l —Pmn i }+

[n/2] PI.T — r]
<Y P[T,=r]+) ——%» -
rg/lz oy =1] ; P[To, =]

X{Zn: P[Tq, =sI(P[T,, =n—s]-P[T,, =n— I’]}

+

[n/2]

< Z = 1. —r]+z P[Ty, =]

r>n/2
ez {Prrbn =n- S] - PI.—I—bn =n- r]}
PI.—I-On = n]

X Z P[To, =]

[n/2]

+ZP|.T0b =r] Z P[T =s]JP[T,, =n—s]/P[T,, =

s=[n/2]+1
The first sum is at most 2n‘ET,,; the third is
bound by

(max P[Ty, =s])/ P[Ty, =n]

n/2<s<n
105(1) (n/2 b) 3n
" n oP,[0,1]
3 [n/2] [n/2]
0P, [0,1] ———-4an ¢1os (n)z P[To, = r]z P[Te, =Sl ‘r 3‘
<12¢{10.8} (n) ET,,
3 6P[01 n

Hence we may take

€y (n,b) =2n"'ET,, (2) {1+

661155 (N) b
6P,[0,1]

6
Epos (N/2,b) (1.5)

+—
6P,[0,1]

Required  order under  Conditions
(A), (D) and (By), if S()<oo. If not,

¢{*10_8}(n) can be replaced by ¢{*10.11}(n) in the
above, which has the required order, without the
restriction on the [, implied by S()<oo .
Examining the Conditions (A,),(D,) and (B,,), it
is perhaps surprising to find that (B,;) is required
instead of just (By,); that is, that we should need
lezlgﬂ =0O(i"™) to hold for some @, >1. A

first observation is that a similar problem arises with
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the rate of decay of ¢;, as well. For this reason, N,

is replaced by N . This makes it possible to replace
condition (A) by the weaker pair of conditions

(Ay)and (D,)in the eventual assumptions needed
for 8{7’7}(n,b) to be of order O(b/n); the

decay rate requirement of order i "7 s shifted from
&, itself to its first difference. This is needed to

obtain the right approximation error for the random
mappings example. However, since all the classical
applications make far more stringent assumptions

about the &;,,1 > 2, than are made in (B,,). The

critical point of the proof is seen where the initial
estimate of the difference

PI_‘I’b(nm) — S] — Prrb(nm) =S +1] . The factor

€010} (n), which should be small, contains a far

[
tail element from ny of the form @ (n)+u, (n),
which is only small if @ >1, being otherwise of
order O(N***°) for any & >0, since a, >1 is
in any case assumed. For $>N/ 2, this gives rise
to a contribution of order O(N™**) in the
estimate of the difference
P[T,, =s]-P[T,, =s+1], which, in the
remainder of the proof, is translated into a
contribution of order O(tn™"*"’) for differences
of the form P[T,, =s]—P[T,, =s+1], finally
leading to a contribution of order bN™®*° for any
6>0 in 5{7_7}(n,b). Some improvement would
seem to be possible, defining the function g by
gw) =1, -1,
the form P[T,, =s]-P[T,, =s+t] can be
directly estimated, at a cost of only a single

contribution of the form ¢’ (n)+u; (n). Then,

iterating the cycle, in which one estimate of a
difference in point probabilities is improved to an
estimate of smaller order, a bound of the form

|P[T,, =s]—P[T,, =s+t] =O(n’t+n"**)
for any & > 0 could perhaps be attained, leading to
a final error estimate in order O(bn™ +n"%") for

differences that are of

any 6 >0, to replace 8{7'7}(n,b). This would be

of the ideal order O(b/ n) for large enough b, but
would still be coarser for small b.

With b and n as in the previous section, we wish to
show that

d;y, (L(CIL, b]), L(Z[1,b])) —%(n +1) 71— 6|E[Ty, —ETy|

<&, (0.b),

Where 5{7_8}(n,b) =0(nb[nb+n"#2"]) for
any & >0 under Conditions (A,),(D;) and

(B,,), with /3, . The proof uses sharper estimates.
As before, we begin with the formula

dyy (L(CILb]), L(ZILb]))

g . _ I:)[Tbn =n- r]
- P - r]{l P on] }

Now we observe that

_ )y Py =n-r]| K¥P[M,=r]
gpn‘”"r]{l PIT,, = 1] } DI

n

Z P[TOb - S](P[Tbn =n-s]- P[Tbn =n-r])

s=[n/2]+1

< 4T +(max PIT, =S])/ PIT,, =1

+P[Ty, >n/2]

35{10.5(2)} (n/2,b)
6P,[0,1]

X

<8n2ETZ + , (1.1)

We have
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iy Py =11 | o, (LCLbY), LZ[Lb)

~(n+D)™Y P[Ty, =t

r>0

| Z I:)I-—I—On = n]
=0 {Z P[T,, =s](s-r)(1- 0)} |
) <€44(nb)
({Z P[TOb = S](P[Tbn =n-s]— P[Tbn =n-— r]} &g,
(]) o :[30 1 {8{10-5(2)} (n/2,b)+ 20 E T80, (0 b)}
1-60 510,
{ P[T,, = ]wpmn_n]}) | .
+2nET, {‘”31‘9 HP[Ol]}} (L5)

Z P[Ty, = r]z P[Ty, = s]|s = 1] The quantity &, (n b) is seen to be of the order

n I:)I.-I-On = ] r>0 520
claimed under Conditions ,(D,) and (By,) ,
% {1010 (10) + 20 v )= 00 { Ko+ gy M} ). (By) and (Brz)
provided that S(o0)<oo; this supplementary
6 .
< oP [0.1] Obglo 14 (n,b) condition can be removed if ¢108 (n) is replaced

by ¢1011 (n) in the definition of &y (n b) , has

] *
+4|1 6|n ETo, {K°0+4¢{1°-8}(n)} the required order without the restriction on the I,

(—3 ) } @.2) implied by assuming that S(o0) <oo. Finally, a
onF,[0,1] : direct calculation now shows that
Z P[Ty, = r]{z P[T,, =sl(s—r)(1- 9)}
The approximation in (1.2) is further simplified by r20 $20
noting that

[n/2]

: -Ln-gem, -em,|

@ (sn-o) 51T~ ET,

; PlTo, =11 {SZO: PTo, =1 n+1 N Example  1.0. Consider  the  point
O =(0,...,0)el] ". For an arbitrary vector I, the

coordinates of the point X =0 +r are equal to the

P[I' 5] (s-n@a-9) | respective coordinates of the vector

ob —

= n+1 : r:x=(x'..x") and r =(x*,...,x") . The vector
n/2] (s-r)-6 r such as in the example is called the position vector

< Z{; P[Ty, =] ;2] P[Ty, =8]———— ‘ | or the radius vector of the point X . (Or, in greater

detail: I is the radius-vector of X w.r.t an origin

<f-6|n E(T,1{Ty, >n/2)) 32‘1‘0‘”_250%' (L3) 0). Points are frequently specified by their radius-

vectors. This presupposes the choice of O as the

and then by observing that “standard origin”.  Let us summarize. We have

S PN, =r]! 3 PIT,, =s] (s-n-9) considered [ " and interpreted its elements in two

ety T b n+1 ways: as points and as vectors. Hence we may say

<n1-6|(ETy,P[Ty, >/ 2]+ E(Ty,1{Ty, > 1/ 2})) that we leading with the two copies of [": [1"=
<41-6nETZ w4y  {points}, [ "={vectors}

Operations with vectors: multiplication by a
number, addition. Operations with points and

Combining the contributions of (1.2) —(1.3), we thus vectors: adding a vector 1o a point (giving a point),

find tha subtracting two points (giving a vector). [ " treated
in this way is called an n-dimensional affine space.
(An “abstract” affine space is a pair of sets , the set
of points and the set of vectors so that the operations
as above are defined axiomatically). Notice that
vectors in an affine space are also known as “free
vectors”. Intuitively, they are not fixed at points and
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“float freely” in space. From [] " considered as an
affine space we can precede in two opposite

directions: [J " as an Euclidean space <= [] "as an

affine space = [ " as a manifold.Going to the left
means introducing some extra structure which will
make the geometry richer. Going to the right means
forgetting about part of the affine structure; going
further in this direction will lead us to the so-called
“smooth (or differentiable) manifolds”. The theory
of differential forms does not require any extra
geometry. So our natural direction is to the right.
The Euclidean structure, however, is useful for
examples and applications. So let us say a few words
about it:

Remark 1.0.  Euclidean geometry. In [1"
considered as an affine space we can already do a
good deal of geometry. For example, we can
consider lines and planes, and quadric surfaces like
an ellipsoid. However, we cannot discuss such
things as “lengths”, “angles” or “areas” and
“volumes”. To be able to do so, we have to introduce

some more definitions, making [J" a Euclidean
space. Namely, we define the length of a vector

a=(a',..,a") tohe

la]=/(@")? +...+ (")’ )
After that we can also define distances between
points as follows:

d(A B) :=\E\ (2)

One can check that the distance so defined
possesses natural properties that we expect: is it
always non-negative and equals zero only for
coinciding points; the distance from A to B is the
same as that from B to A (symmetry); also, for three
points, A, B and C, we have
d(A B)<d(AC)+d(C,B) (the
inequality”). To define angles, we first introduce the
scalar product of two vectors

(a,b):=a'b' +...+a"o" (3)

Thus |a|=,\/(a, a) . The scalar product is also

denote by dot: ab=(a,b), and hence is often

referred to as the “dot product” . Now, for nonzero
vectors, we define the angle between them by the

equality
a,b
(a,b) (4)
2ol
The angle itself is defined up to an integral
multiple of 27z . For this definition to be consistent
we have to ensure that the r.h.s. of (4) does not

exceed 1 by the absolute value. This follows from
the inequality

“triangle

CoSa =

2 2 2
(a,b)* <[a]"|b| (5)
known as the Cauchy—Bunyakovsky—
Schwarz inequality (various combinations of these

three names are applied in different books). One of
the ways of proving (5) is to consider the scalar

square of the linear combination a+tb, where
teR. As (a+th,a+th)>0 is a quadratic

polynomial in t which is never negative, its
discriminant must be less or equal zero. Writing this
explicitly yields (5). The triangle inequality for
distances also follows from the inequality (5).

Example 1.1, Consider the function f (X) = X'

(the i-th coordinate). The linear function dx’ (the
differential of X' ) applied to an arbitrary vector h

is simply h'.From these examples follows that we
can rewrite df as
df :ildx1+...+%dx“, @)

which is the standard form. Once again: the
partial derivatives in (1) are just the coefficients
(depending on X ); dx',dx?,... are linear functions
giving on an arbitrary vector h its coordinates
h',h?,..., respectively. Hence

of

df (x)(h) =0,,,,, = —h"+
0N =015y =
of
ot h", 2
ox" 2
Theorem 1.7.  Suppose we have a parametrized

curve tr> X(t) passing through x, €0 " at

t =t, and with the velocity vector X(t,) =v Then
df (x(t
S )=, () = ()

Proof. Indeed, consider a small increment of the
parameter t:t; > t, + At , Where At+—>0. On
the other hand, we have
f (%, +h)—f(x,)=df (x,)(h) +ﬂ(h)|h| for
an arbitrary vector h , where SB(h) —0 when

h— 0 . Combining it together, for the increment
of f(x(t)) we obtain
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f(x(t, +At)— f(X,)

=df (x,)(v.At + a(At)At)
+B(v.At+ a(At)At).[vAt + ar(At) At
=df (X,)(v).At + y(At)At
For a certain y(At) such that
7(At) > Owhen At —0 (we used the linearity
of df (X,)). By the definition, this means that the
f(x(t) a t=t,
df (%,)(v) . The statement of the theorem can be
expressed by a simple formula:

df (x(t)) =ix1+...+ o X"
dt oxt ox"

derivative of is exactly

(2)

To calculate the value Of df ata point X,
on a given vector U one can take an arbitrary curve
passing Through X, at t, with v as the velocity

vector at t, and calculate the usual derivative of

f(X()) at t=t,.

Theorem 1.8. For functions f,g:U —[]
Ucio",
d(f +g)=df +dg @
d(fg)=df.g+ f.dg (2)

Proof. Consider an arbitrary point X, and an
arbitrary vector v stretching from it. Let a curve
X(t) be such that X(t,) = X, and x(t,) =v.
Hence

d(f +9)(x)(v) = % (f (x(®) +9(x(®)))

att=t; and
d
d(fg)(x,)(v) = P (f (x(t))9(x(t)))
at t =1, Formulae (1) and (2) then immediately

follow from the corresponding formulae for the
usual derivative Now, almost without change the

theory generalizes to functions taking values in [ "
instead of [ . The only difference is that now the

differential of a map F:U —[™ at a point X
will be a linear function taking vectors in [] " to
vectors in [] ™ (instead of ] ) . For an arbitrary
vector h €| ",

F(x+h) =F(x)+dF(x)(h)
+B(h)|h| ©)
Where S(h) -0 when
dF = (dF*,...,dF™) and

h—0 . We have

dF = axt .+ 5 gxe
OX OX
oF'  oF*
T |(dd
e £\ . (4)
oF™  oF™ | dX
oxt T ox"

In this matrix notation we have to write vectors as
vector-columns.

Theorem 1.9. For an arbitrary parametrized curve
X(t) in 0",
F:U—>0" (whereU c0") maps the velocity
vector X(t) to the velocity vector of the curve

F(x(t) in0™:
W = dF (X())(X(1)) ®

the differential of a map

Proof. By the definition of the velocity vector,
X(t+ At) = X(t) + X(t).At + (At At ()

Where «(At)—>0 when At—0 . By the
definition of the differential,

F(x+h) = F(x)+dF(x)(h)+B(h)|h 3)|
Where #(h) — 0 when h— 0. we obtain

F(X(t+At)) = F(x+ X(t).At + o (At)At)

h

= F(x) + dF (X)(X() At + az(At)AL) +

B(X(t)At + a(At)At).

X(t)At +'a(At)At‘

= F(x) +dF (X)(X(Y)At + 7 (At) At

For some y(At)—>0 when At—0 . This

precisely means that dF (X) X(t) is the velocity
vector of F(X). As every vector attached to a point
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can be viewed as the velocity vector of some curve
passing through this point, this theorem gives a clear
geometric picture of dF as a linear map on vectors.

Theorem 1.10 Suppose we have two maps
F:U->V and GV oW, where
UcO"VclO™W <P (open domains). Let
F:x+>y=F(X). Then the differential of the
composite map GoF :U —W is the composition
of the differentials of F and G:

d(GoF)(x) =dG(y)odF (x) 4)

Proof. We can use the description of the
differential .Consider a curve X(t) in [J " with the

velocity vector X Basically, we need to know to
which vector in [] it is taken by d(GOF). the
curve (GoF)(x(t) =G(F(x(t)) . By the same
theorem, it equals the image under dG of the

Anycast Flow vector to the curve F(X(t)) in 0 ™.
Applying the theorem once again, we see that the
velocity vector to the curve F(X(t))is the image

under dF of the vector X(t) . Hence
d(GoF)(x) =dG(dF(x))  for an arbitrary

vector X .

Corollary 1.0.  If we denote coordinates in [J " by
(x',...,x") andin O by (Y',...,y™), and write

dF = —dx" +...+——dx @
OX O

06 = Loyt 1.+ Loy, @)
oy oy

Then the chain rule can be expressed as follows:

oG oG
d(GoF) = —dF' +..+—dF", 3
(GoF) Y & ©)

Where dF' are taken from (1). In other words, to
get d(GOF) we have to substitute into (2) the

expression for dy' = dF' from (3). This can also
be expressed by the following matrix formula:

oG"  oG'\(oF oF
o Ty | e e |[dx
d(GoF)=| .. .. .. S )
aG® oGP || oF™ oF™ || dx"
oyt Toy" JLoaxt T ox”

i.e., if dG and dF are expressed by matrices of
partial derivatives, then d(GOF) is expressed by
the product of these matrices. This is often written as

821 821 821 azl
ot ox"
oz? oz° oz? oz°
gy YR

2 iy 8
oxt T ox"
...... , (5)

¥

oxt T ox"
Or
oz & ot oy ©)
ox* =y ox*’

Where it is assumed that the dependence of
yel™ on xell" is given by the map F , the
dependence of Zz€[1” on yel ™ is given by the

map G, and the dependence of zellP on

x €[] "is given by the composition GOF .

Definition 1.6. Consider an open domain U <[] ".
Consider also another copy of [1" , denoted for
distinction Dr; , with the standard coordinates
(y'...y") . A system of coordinates in the open
domain U is given by a map F:V —U, where

VO ';, is an open domain of [J " , such that the
following three conditions are satisfied :

(1) F is smooth;
2) F isinvertible;
(3) F™':U >V isalso smooth

The coordinates of a point X U in this system are
the standard coordinates of F(X) €[] ;

In other words,

Fi(yy) P x=x(y"..,y") @
Here the variables (Yy'...,y") are the “new”
coordinates of the point X
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Example 1.2.  Consider a curve in [J % specified
in polar coordinates as
X@):r=r(t),e=0(t) @

We can simply use the chain rule. The map
t > X(t) can be considered as the composition of

the maps t> (r(t), p(t)),(r,p) — x(r, ) .
Then, by the chain rule, we have
- dx oxdr oxde oOx: OX
X=—=——+——T—=—I+—0¢

dt ordt dp dt or Op

Here I and go are scalar coefficients depending on
i ivati 6y oX
t, whence the partial derivatives ar A(O are

vectors depending on point in [ 2 We can compare
this with the formula in the “standard” coordinates:

X = € X+ e, y Consider  the  vectors
a%r ) a%(o' Explicitly we have

x_ (cos¢,sin @) 3

or

g:(—rsin @, ¥ COS ) (4)

0

From where it follows that these vectors
make a basis at all points except for the origin

(where r=0). It is instructive to sketch a picture,
drawing vectors corresponding to a point as starting

: : ay OX
from that point. Notice that o Jop are,
respectively, the velocity vectors for the curves

r— X(r, ) (¢ =@, fixed) and
@ X(r,p) (r =r, fixed) . We can conclude
that for an arbitrary curve given in polar coordinates

the velocity vector will have components (r,go) if

i — OX — OX/ -
as a basis we take €, : Ar' € A(ﬂ'
X=6,r+€e,¢ (5)
A characteristic feature of the basis €,,€,

is that it is not “constant” but depends on point.
Vectors “stuck to points” when we consider
curvilinear coordinates.

Proposition 1.3. The velocity vector has the same
appearance in all coordinate systems.
Proof. Follows directly from the chain rule and

the transformation law for the basis €; .In particular,

the elements of the basis €, = a%xi (originally, a

formal notation) can be understood directly as the

velocity vectors of the coordinate lines

X' x(x',...,x") (@l coordinates but X' are

fixed). Since we now know how to handle velocities
in arbitrary coordinates, the best way to treat the

differential of amap F :[1" —[1™ is by its action
on the velocity vectors. By definition, we set

_dx(t) dF (x(t))
dF(x,): —=(t ——(t 1
(%)= ) =7 (k) @
Now dF(X,) is a linear map that takes vectors

attached to a point X, €[] " to vectors attached to

the point F(x) ] "

dF:(’5—Fldx1+...+8—':ndxn
OX OX
oF' oF*
ot ox |[ dx
(5 ....c. ) [T o o4 (2)
OF™ oF™ | dX"
oxt T ox"

In particular, for the differential of a function we
always have

of of
df =—dx' +...+ —dx", (3)
OX OX
Where X' are arbitrary coordinates. The form of the

differential does not change when we perform a
change of coordinates.

Example 1.3 Consider a 1-form in [] 3 given in
the standard coordinates:

A=—ydx+Xxdy In the polar coordinates we will
have X = COS¢, Y =rSin ¢, hence

dx = cos @dr —rsin pd

dy =sin @dr + r cos pd ¢

Substituting into A, we get

A =—rsin ¢(cos edr —rsin pde)

+r coS @(Sin ¢dr + r cos pd @)

=r?(sin’ p+cos’ p)do =r’de

Hence A= rzd(p is the formula for A in the

polar coordinates. In particular, we see that this is
again a 1-form, a linear combination of the
differentials of coordinates with functions as
coefficients. Secondly, in a more conceptual way,

we can define a 1-form in a domain U as a linear
function on wvectors at every point of U

o) =V +..+op", @
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If U =Zeiui, where €, = a%xi . Recall that the

differentials of functions were defined as linear
functions on vectors (at every point), and

i i[ OX i
dX (ej)=dx (%j:é] (2) at
every point X .

Theorem 1.9. For arbitrary 1-form @ and path

, the integral J.a) does not change if we change

/4
parametrization of y provide the orientation

remains the same.

Proof:  Consider <a)(x(t)),g—tx> and

<a)(x(t(t'))),%> As

y dX y OX\ dt

ao(X(t(t = i x(t(t L —
(o0, 5o atxeem ). &
Let p be a rational prime and let
K=0(&,) We write ¢’ for £, or this section.
Recall that K has degree @(p) = p—1 over [].

We wish to show that O, =] [é’] Note that ¢ is

a root of X? —1, and thus is an algebraic integer;

since O, is a ring we have that [ [(] cO,. We

give a proof without assuming unique factorization
of ideals. We begin with some norm and trace
computations. Let ] be an integer. If ] is not

divisible by p, then (j is a primitive pth root of

unity, and thus its conjugates are &, ¢7,...,& "
Therefore

Tres (gj):§+§2+...+é’p’1:q)p(é/)_1:_l

If p does divide j, then £’ =1, so it has only the
one conjugate 1, and Tr., (¢')=p-1 By
linearity of the trace, we find that

TrK/[ (1_4/) =TrK/[ (1_42) =..
=Tr, 1-¢")=p

We also need to compute the norm of 1-¢ . For
this, we use the factorization

X XPP 4L +1=D (X)

= (X={)(X=¢").(x=¢");

Plugging in X =1 shows that
p=01--¢)..A-¢")

Since the (1—¢ ') are the conjugates of (1—¢),

this shows that N, (L1-¢)= p The key result

for determining the ring of integers O, is the
following.

LEMMA 1.9
1-4)O Nl = pdl
Proof. We saw above that p is a multiple of
@-¢) in O, so the
(1-4)O0 N o pll is immediate.  Suppose
now that the inclusion is strict. Since
(1-2)O, Nl is an ideal of [J containing pUJ
and pll is a maximal ideal of [ , we must have
1-4)O0, N =0 Thus we can write
1=a(l-9)

For some a € O,. Thatis, 1-¢ isaunitin O,.

inclusion

COROLLARY 1.1 For

Tre (A-Q)a) e pll

PROOF. We have

T (1-Qa) =0y (1-Oa) +..+0,,(1-)a)
=0,(1-{)oy(a) +..+0,,(1-{)o, ,(a)
=(-{)oy(@) ++(1-¢" g, (@)

any ae€Q,

Where the o; are the complex embeddings of K
(which we are really viewing as automorphisms of
K ) with the usual ordering. Furthermore, 1— ¢ is

amultiple of 1-¢ in O for every j=0. Thus
Tr, (@¢(1-4)) € (1-4)O, Since the trace is

also a rational integer.

PROPOSITION 1.4 Let p be a prime number and
let K=|J (£,) bethe p™ cyclotomic field. Then
O, :D[g“p];D[X]/(CDp(X)); Thus
1 é’p yeens Q’Ff’z is an integral basis for O, .

PROOF.

-2
a=a, +a1§+...+ap_2§p
Then

Let a €O, andwrite

with a, ell.
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al-¢)=8,(1-¢)+a(f <) +..

+a, ,(¢7* =)

By the linearity of the trace and our above
calculations we find that Tr,,, (@¢(1—¢)) = pa,
We also have

Tr . (@¢(l-¢)) e pl,so a, €] Next consider
the algebraic integer

(@—8,) " =+, +..+a, ,¢ "5 This is
an algebraic integer since ¢ " =¢ P is. The same
argument as above shows that @, €lJ, and
continuing in this way we find that all of the @, are
in [J . This completes the proof.

Example 1.4 Let K =[] , then the local ring [J

is simply the subring of [J of rational numbers with
denominator relatively prime to p . Note that this

ring [, isnotthering (I jof p -adic integers; to
get [l jone must complete [ . The usefulness of

OK]p comes from the fact that it has a particularly
simple ideal structure. Let a be any proper ideal of
Oy , and consider the ideal @ NOy of O, . We

claim that a = (@M O, )O, ,; That is, that a is

generated by the elements of @ in aNO,. It is
clear from the definition of an ideal that
a2(am0O,)O ,. To prove the other inclusion,

let @ be any element of a. Then we can write
a=pL1ly where €O, and ygp. In
particular, fea (since f/yea and a is an
ideal), so €O, and y&p. so feanOy.
Since. 1/ye€Oy,, this implies that
a=plye(@n0,)O ,, as claimed.We can
use this fact to determine all of the ideals of Oy .
Let @ be any ideal of O, ;and consider the ideal
factorization of anO, in O,. write it as

anO, =p"b For some N and some ideal b,
relatively prime to p. we claim first that

bO, , = O ,- We now find that
a=(@n0)O0, ,=p"bO, ,=p"O,
Since bO, ,. Thus every ideal of O, , has the

form p”OK’p for some n; it follows immediately

that Oy , is noetherian. It is also now clear that
p”OK’p is the unique non-zero prime ideal in O, ,
. Furthermore, the inclusion O, > O, , / pO, ,
Since PO, , MOy =p, this map is also
surjection, since the residue class of o/ B €Oy ,
(with ¢ € O, and S & p) is the image of af "
in Oy, ,, which makes sense since /3 is invertible

in OK,p. Thus the map is an isomorphism. In
particular, it is now abundantly clear that every non-
zero prime ideal of O, , is maximal. To

show that O, ,is a Dedekind domain, it remains to

show that it is integrally closed in K. Solet y € K
be a root of a polynomial with coefficients in

Ok p write this polynomial as
a, B a .
X"+ L x4 +=2 with ; €0, and
m-1 0

B €Oy, Set B=Lyp,....5, 1 Multiplying by
S" we find that By is the root of a monic
polynomial with coefficients in O,. Thus
L &P, we  have
Br!B=yeO,. Thus Oy ,is integrally close
in K.

By €0y, since

COROLLARY 1.2. Let K be a number field of
degree N and let o be in O then

Ny (@Oy) :‘NK/D (05)‘

PROOF. We assume a hit more Galois theory than
usual for this proof. Assume first that K /[J is

Galois. Let o be an element of Gal(K /(). It is
clear that o(Oy)/o(a)=0,,,; since
o(0,)=0,, this shows that
N, (6(2)O)=N,,, (@O,) . Taking the
product over all oeGal(K/[l), we have
NII(/H (N (@)Ok) = N|I</r (aOy)" Since
N,,, (&) isarational integer and O, is a free[] -
module of rank n,

O, / Ny, ()O  Will have order N, (e)";
therefore
Ny (NK/[ (a)OK) =Ny (aOK)n
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This completes the proof. In the general case, let L
be the Galois closure of K and set [L: K]=m.

Il. CONCLUSION

In this paper we presented a novel approach
to quantify the quality of an authentication process
based on a mathematical model. Compared to
existing approaches, the strength of our model is a
clear semantical meaning of the authentication trust
level, which makes it easy to adapt it in any
federation scenario. Furthermore, authentication
methods are described on a very fine-granular level
allowing a direct comparison of different
mechanisms. This is an important pre-requisite to
provide a flexible choice of authentication
mechanisms for a user’s service access within a
federation. Our model can be used to restrict the
service access. This paper constitutes a promising
foundation for future research. A lot of work is still
necessary to define the criteria which influence the
security of concrete authentication mechanisms in
order to assess their security and to derive an
authentication level. Concerning the combination of
authentication levels, the defined model uses a
similarity coefficient to express the similarity
between two authentication methods. In the proposed
model this coefficient is chosen according to three
cases — reaching from achieving a multi-factor
authentication to using the same method twice with
different parameters. An interesting enhancement is
to extend this approach by defining a distance
function which expresses the similarity between
authentication methods. This could also lead to
another improvement: While the current approach is
restricted to the combination of two mechanisms, the
development of a adequate distance function could
extend the model to be suitable to combine an
unlimited number of authentication methods. In order
to combine the levels of more than two authentication
methods, the similarity coefficient has to be defined
in a way which results in an associative combination
function. Another interesting consideration is to
transfer the idea of trust levels to other application
domains. Authentication is just one aspect of a Web
Service’s access requirements and it is worth to think
about further application domains in which levels can
help to describe Web Service requirements in a more
flexible way. Finally, there is an ongoing effort to
implement our approach based on a Service-oriented
Architecture and to evaluate its applicability in
various scenarios.
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